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ABSTRACT

As reported by Kaspersky, the Ghost Emperor APT group targeted high-profile victims across Southeast Asia, including
government entities and private corporations. As part of these attacks, a potent rootkit was deployed to maintain privileged
access to compromised systems in a stealthy manner. This rootkit not only hid all attacker activity on a compromised system,
but also included numerous anti-forensics techniques to frustrate analysis. These techniques include memory-only (reflective)
loading of kernel drivers, strings-obfuscation, wiping of driver metadata, altering of in-memory file contents, and more. In
this presentation, the internals of this rootkit will be presented along with a deep technical analysis of one of the rootkit’s
most notable features — the ability to hide running services on Windows 10 systems. This feature stands out as Microsoft
added several security technologies aimed at preventing such anti-forensics techniques. The analysis of the rootkit’s service
hiding will include a live demonstration of memory forensics against the rootkit followed by a showcase of advanced reverse
engineering techniques to reconstruct its obfuscated module. Attendees of the presentation will learn the extent to which
adversaries work to remain hidden along with a live demonstration of how trained analysts can quickly waste the adversaries’
efforts.
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