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Risk 

• Personal and Company Risk 

• 52 million data records breached in second quarter of 

2022 (source: statista.com) 

• Uber, Plex, Okta, cryptocurrency platforms, etc. 

• Risk is not only loss of personal information, but reputational 

risk to the entity. 
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Social Engineering 

• Human-based Techniques 

• Impersonation 

• Shoulder Surfing 

• Tailgating 

• Dumpster Diving 
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Social Engineering 

• Computer-based Techniques 

• Email Scams 

• Instant Messaging 

• Websites 
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Phishing 
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Phishing 
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 Messaging (SMiShing) 
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Websites 

9 



Websites 
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Good Computing Practices 

• Strong Passwords 
• Use a 14-character minimum 

• Use unique passwords for each login 

• Create a passphrase or use non-dictionary words 

• Physical Security 
• Do not store sensitive data on USB devices 

• Lock any unattended devices 

• OS/Software Security 
• Use only trusted and approved sources 

• Update regularly 

• Data Storage/Transfer/Backups 
• Use secure email for sensitive information 

• Use LSU approved data storage for sensitive data 
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Reporting Incidents 

• Integrated Cofense Reporter button: 
• Outlook Desktop 

• OWA (Office 365) 

• Outlook for Android or iOS 

Outlook Desktop: 

• Reported emails are inspected by ITS 

• If phishing is verified, email can be removed from inboxes campus wide 

to mitigate exposure 
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Important Links 

• Reporting Phishing: https://grok.lsu.edu/Article.aspx?articleid=19636 

• MFA: https://grok.lsu.edu/Article.aspx?articleid=19929 

• FilestoGeaux: https://filestogeaux.lsu.edu/ 

• O365 Encrypted Email: https://grok.lsu.edu/Article.aspx?articleid=19827 

• Security Awareness Course: www.lsu.edu/security_training 

• Security Awareness Content: www.lsu.edu/securityawareness 
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Follow LSU ITS on social media for status 
updates, tips, and more: 

@LSUITS 

@lsu_its 
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Questions? 
security@lsu.edu 
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